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About the Emerging Threats Programme

The Emerging Threats Programme has been designed as a response to evolving
domestic, regional, and infernational security threats. Its primary aim is fo consolidate
and provide a better understanding of emerging threats that consistently move
away from traditional conceptualizations of security challenges. Given the extent
of evolving threats related to cybersecurity and disinformation, this programme
seeks fo build upon internal organizational capacities fo provide evidence-based
expertfise to operationalize institutional responses to these challenges. Evidence-
based research in relation to the Emerging Threats Programme focuses on: critical
infrastructure, cybersecurity, disinformation and hybrid security challenges. While
needs assessment(s), monitoring and research remain fundamental actions to be
developed in the programme, KCSS aims to utilize expertise generated to directly
enhance the capacities of executive institutions and agencies fo respond effectively
to cybersecurity challenges and disinformation. The programme will be developed
through:

@ State of the art evidence-based research related to emerging threats such as
cybersecurity, critical infrastructure protection, hybrid threats and disinformation;

@ Awareness-raising campaigns and fargeted advocacy to improve the level of
understanding of challenges related fo cybersecurity, critical infrastructure
protection, hybrid threats and disinformation in Kosovo;

® Awareness-raising campaigns and targeted advocacy to improve the level of
understanding of challenges related to cybersecurity.

For more information, confact us at: EmergingThreats@gkss.org

This policy brief is published in the framework of the SMART Balkans project, implemented jointly
by the Center for Civil Society Promotion, the Institute for Democracy and Mediation (IDM) and
the Center for Research and Policy Making (CRPM), with the support of the Norwegian Ministry

of Foreign Affairs.
o
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Executive summary

Critical infrastructure, encompassing vital
systems and assefs crucial for societal
functioning, faces a diverse range of
threats, from climate change-induced
natural disasters fo human-made errors and
disasters. The Western Balkans, including
Kosovo, are not immune to these challenges.
In the context of Kosovo, ethno-political
tensions, severe floods, and cyberattacks
are just a few examples of the threats
that pose significant risks tfo ifs crifical
infrastructure. In April 2019, Kosovo adopted
the Law on Ciritical Infrastructure, becoming
the first country in the region to do so in line
with the EU directives. Nevertheless, the
implementation of the law has been lacking,
leaving much room for improvement and
further action.

The purpose of this policy brief is fo
support the efforts of public institutions,
with a parficular focus on the Ministry of
Internal Affairs (hereafter MIA), in designing
and implementing an effective and
comprehensive critical infrastructure system

in Kosovo. The brief aims

@® Foster a Security Culture:

to provide an overview of best practice
examples from the Baltic stafes, which
have come fo be recognized as leaders
in the fields of cyber security and critical
infrastructure resilience. The Baltic states,
which include Estonia, Latvia, and Lithuania,
provide a good basis of comparison for
Kosovo in this field, not least because of their
similar historical challenges, geographical
proximity, and similar demographic profile.
Unlike the Baltic states, Kosovo is at the initial
stages of establishing its critical infrastructure
profection framework. Although the sector is
far from being fully operational, this stage
offers a valuable opportunity for the involved
institutional actors in Kosovo fo learn from
countries like the Baltic states.

Kosovo can learn several important lessons
from the experiences of Estonia, Latvig,
and Lithuania in critical infrastructure
profection by implementing these lessons
and considering the specific challenges and
needs of its own infrastructure and security
landscape.

Building a strong security culture among all institutional stakeholders is vital.
Increasing awareness about the importance of securing critical infrastructure
and cooperating on resilience is essential.

@® Assign a Leading Entity:

Clarify which insfitutional entity assumes a leading role in the crifical
infrastructure sector (i.e., Division in MIA). Consider whether the Government
Office should take a more central coordinating role, as this can facilitate
coordinafion among sectoral ministries. Also, consider is the level of Division
provides sufficient authority for this unit to effectively coordinate implementation
of the law. Perhaps promote the division fo a status of a department or agency.
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Streamline Legal and Organizational Structure:

Establish a coherent and well-designed system from the beginning to avoid
complications in the future. Streamlining legal norms and the organizational
structure can enhance efficiency. Kosovo can do this in the process of finalizing
the secondary legislation for implementation of Law No. 06/L-014 on Ciritical
Infrastructure.

Focus on Protecting Services:

Consider a shift fowards protecting critical services rather than individual
objects. Prioritizing service continuity and recognizing the intfer-connected
nature of critical infrastructures is essential.

Allocate Resources for Civil Preparedness:

Develop tools and resources to strengthen civil preparedness in the event
of crifical infrastructure disruptions. Inifiatives like preparedness applications
and crisis response guidelines can be valuable.
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Crifical infrastructure is a concept that
refers to the physical and virtual systems
that are vital for ensuring the proper
functioning of essential services in a
country.  Critical infrastructure gained
renewed affention in the affermath of the
Q/11 terrorist attacks against the United
States of America, which served as a
significant catalyst for recognizing the
vulnerabilities of essential systems and the
need for their protection. Depending on the
country, critical infrastructure may include
secfors such as energy, fransporfation,
telecommunications, healthcare, water,
and food supply. As socisties became
increasingly inferconnected and reliant
on digital technologies, the landscape
of crifical infrastructure protection has
expanded to include cyber-related
threats or cyber infrastructure. Information
and communication fechnologies have
come fo play a crucial role in connecting
critical infrastructure systems worldwide.
Maior crifical infrastructure systems often
rely on some level of software-based
control systems for their operation. The
risks and vulnerabilities that come with the
interconnected nature of these systems
pose a significant challenge. Attacks on
one sectfor can have cascading effects
on other sectors, thereby resulting in major
societal disruptions that span various
functions and public services.

Russia’s invasion of Ukraine and the
geopolitical  shifts it friggered, have
caused significant disruptions in critical
infrastructure systems across Europe, that
affected various parts of the world. Western
sanctions imposed on Russia accelerated
a global energy and food crisis, leading to
a breakdown in oil and gas supply chains,

on the one hand, while triggering a decline
in supply of staple food and a rise in food
prices worldwide, on the other.

The effects of the Russian invasion of
Ukraine were felt in the Western Balkans
as well, raising concerns about Russia’s
destabilizing influence in the region
through its allies in Serbia and in Bosnia
and Herzegovina (Republika  Srpska).
Russia has a track record of implementing
disinformation campaign and exercising
malign influence in the Western Balkans in
order to counter infegration of the region
in the European Union (EU) and NATO.? A
series of cyber-attacks targeting the digital
state infrasfructures of several countries
in the region, including Montenegro and
Albania, have raised suspicions about the
involvement of Russion and Iranian state
security bodies in these incidents.®

The vulnerability of critical infrastructure
in the Western Balkans has been
exacerbated by climate-related disasters.
For instance, Albania was hit by a
devastating 6.4 magnitude earthquake
in 2019, leaving 51 people dead and
injuring  thousands. The earthquake
caused deaths and widespread domage,
critical  stafe infrastructure, including
social infrastructure such as schools
and hospitals.* Kosovo, like many other
counfries in  the region, experiences
recurring floods caused by heavy rains. In
January 2023 Kosovo was hit by severe
floods which resulted in water shortages
and reductions in the supply of drinking
wafter for several towns in the western and
northern regions of Kosovo. The floods also
caused significant traffic issues, landslides,
and flooding of agricultural land in several
areas.®
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Against the backdrop of these events, if
is vital for Kosovo fo invest and improve
the protection capabilities of its critical
infrastructure systems. In April 2019, Kosovo
adopted the Law on Critical Infrastructure,
becoming the first country in the region to
do so in line with the EU directives.©

The implementation of the law, however,
has not been satisfactory and there remains
a lot to be done. For instance, the law
foresees the establishment of the Division
for Critical Infrastructure within the Ministry
of Internal Affairs (MIA), which is to serve
as the central mechanism responsible
for overseeing the implementation of the
low, including crucial elements such as
the drafting of bylaws on the identification
and designation of critical infrasftructure
sectors and the establishment of public-
private partnerships, among others. While
the Division has been set up, it has yet fo

be operationalized.”

Asthe'Serbianthreat becomesincreasingly
prominent in Kosovo, especially following
the recent terrorist aftacks against Kosovo
Police by Serb militants on September 24,
2023, inthe village of Banjska, itis important
that Kosovo fakes a more proactive
approach towards building resilience and
security of critical infrastructures, including
critical information infrastructure.®

The remainder of the policy brief is
structured as follows: the first section
provides an overview of the regulatory
framework  of  critical infrastructure
protection in Kosovo. The subsequent
three sections discuss critical infrastructure
strategies and practices in the three Baltic
States — Estonia, Latvia and Lithuania,
before delving info lessons and tfake
away points for Kosovo based on the
experiences of the Baltic States.



Policy framework of critical infrastructure
protection in Kosovo

The process of legal regulation of the
critical infrastructure  sector in Kosovo
began in 2014, when the MIA drafted the
Concept Document for the Idenfification
and Protection of Critical Infrastructure,
which resulted in the approval of the Law
on Crifical Infrastructure in 2018. The law
combined the American and Croatian
experience and legal concepts of regulating
the critical infrastructure sector, as well as the
EU approach through Directive 2008/114/
EC on the idenfification and designation of
European critical infrastructures.” The law
was published in the Official Gazette of
the Republic of Kosovo in May 2018, and
subsequently enftered into force in April 2019.

The Law on Ciritical Infrastructure consists of
five chapters and 23 articles in fotal, covering
issues such as the regulation of nafional
critical infrastructure, the operator security
plan and security coordinators, European
critical  infrastructure  and  monitoring,
supervision, and evaluation.® One of the
highlights of this law is the establishment of
the institutional mechanism within the MIA
to oversee the implementation of the law. In
accordance with the law, the establishment
of the Division for Critical Infrastructure within
the MIA was included in the Regulation on the
Infernal Organization and Systematization
of Posifions in the MIA, adopted in January
2021. Based on the regulation, the division
operated in the framework of the Department
for Public Safety and among others, it is
responsible for proposing, draffing, and
ensuring the implementation of the legal
framework, leading crifical infrastructure
projects and serving as a point of contact for
all issues relating to the sector. An updated
version of the MIA infernal regulation also
included plans for the staffing of the division
with four officials.™

Based on Article 4, the Division for Critical

Infrastructure, as part of the insfitutional
structure of the MIA, was to be established
and fully functional within three months after
enfry into force of the law, which was in
2019. However, it has been four years since
then and the division is sfill not operational.
This constitutes a direct violation of the
legal obligations of the Kosovo government.
Furthermore, this has put the implementation
process of the law itself at a standsfill as
the enfire legal framework largely depends
on the operafionalization and effective
functioning of this division. For instance,
the law assigns the division with the fask of
initiating the process of identifying national
critical infrastructure in the country, a
process that was to be finalized within six
months after entry info force of the law.

The lack of a list of national critical
infrastructure  hinders  the  subsequent
process, which is that of designating these
objects or systems. Furthermore, without a
division that is fo act as a licison between
various stakeholders, no public-private
partnerships can be established effectively.
Theinvolvement of the private sectorin critical
infrastructure profection is crucial as most
of the crifical infrastructures in the country
are owned or operated by private entities.
Alfogether, the lack of implementation of the
Law on Critical Infrastructure poses serious
concerns not only to the security of certain
critical infrastructure objects or systems, but
fo national security as a whole.

Thisisanopportune momentforKosovotolook
tfowards ofther countries with sophisticated
critical infrasfructure management systems
such as the Baltic States. The following
section provides a general overview of
strategies and practices in Estonia, Latvia
and Lithuania.




A glimpse at critical infrastructure
strategies and practices in the Baltic States

The Baltic states, comprising Estonia, Latvig,
and Lithuania, have emerged as pioneers in
the field of critical infrastructure protection.
The evolution of the system for critical
infrastructure protection in these countries
has been marked by a series of internal
and external threats that have shaped their
strategies and practices over a 30-year
period. The process can be fraced back
to the 1990s when the three Baltic states
declared independence from the Soviet
Union. Inheritance of the Sovieft approach,
which was largely focused on the protfection
of critical objects from external opponents,
shaped the early stages of regulating the
sectfor in these countries, most notably in
Latvia. The Q/11 terrorist aftacks in 2001
shifted the global security agenda, leaving
its footprint in the Baltic region as well.” This
not only impacted the evolution of the critical
infrastructure protection in these countries
fowards a heightened focus on countfer-
terrorism activities, but also underscored
the importance of addressing the broader
problem of protecting vital functions in a
society.

Rapid advancements in technology and
the infegration of digifal fechnologies have
transformed critical infrastructure systems,
making them more infer-connected and
efficient while also expanding the scope
and complexity of potential threatfs. It was
during this period that the Balfic staftes

experienced some of the most prominent
infernal affacks, including the data leak
from Latvid's tax authority in 2010 and the
2007 cyber-aftacks targefing the welbsites
of Esfonian governmental, political, and
financial entities.™

Another pivotal factor has been the role of
the international community, most nofably
the EU and NATO. The infroduction of EU
legislation on European critical infrastructure
fostered  greater alignment of the
approaches of the Baltic states. In 2010, all
three Balfic stafes fransposed the Directive
on European critical infrastructure into their
national legislation. This directive establishes
the conditions for identifying and protecting
critical infrastructure at the European level.™

Lastly, but surely not the least important is the
Russian threat to these states, particularly
in the affermath of the invasion of Ukraine.
The war in Ukraine has demonstrated
Russia’s infent and capabilities to project
military power in the Balfic region, including
through information warfare. Responding
to this threat, the three Baltic states have
significantly boosted defense spending
since the onset of the war.™®

When it comes to the normative frameworks
and the organizational sfructures of the
critical infrastructure system, the three Baltic
states have their share of similarities and
differences.

Baltic
States



The case of Estonia

In Estonia there are two approaches to
addressing critical infrastructure protection:
first, under the concept of ‘continuity of vital
services' as part of crisis management within
the broader national defense framework and
second, through the physical protection of
national defense objects.”” The confinuity of
vital services is regulated by the Emergency
Act, the foremost legal act that governs
Estonia’s response to emergencies, whereas
the protection of national defense objects is
regulated by the National Defense Act.’® The
concept of ‘continuity of vital services' can
be viewed as analogous fo the concept of
critical infrastructure protection. Pursuant to
Article 34 of the Emergency Act, the confinuity
of a vital service is defined as "the capability
of consistent functioning of the organizer of
the vital service and the ability to restore the
consistent functioning after an inferruption”.™
On the other hand, the National Defense Act
defines a nafional defense object as any
land, building, or device thaf, if targeted,
can pose d threat to national security, public
order, the functioning of the state, military
organization, infernal security, vital services,
or cultural heritage.?°

There are a tofal of 14 vital services defined
in the Emergency Act, whereas the list of
national defense objects is unknown since
it is classified information. The Government
Office recently replaced the Ministry
of Inferior as the lead agency in crisis
management, while the Internal Security
Service leads the process of protecting
national defense objects. Some of the

responsibilities of the Government Office
in this respect are the development and
executfion of national crisis management
policy and provision of counseling and
guidance to other stakeholders involved
in the sector.?" Importantly, however, is that
the Government Office is not the sole enfity
that keeps the system running. The Ministry
of Economic Affairs and Communications,
the Ministry of Social Affairs, the Bank of
Estonia, and the authorities of localities with
over 10,000 residents are also involved
in ensuring the confinuity of vital services.
These entities have the responsibility of
organizing and maintaining the continuity of
services within their respective sectors. This
includes ensuring the uninterrupted supply of
electricity and natural gas, the functionality
of national and local roads, phone services,
emergency care, payment services, and
the availability of water supply, among other
essential services.

Another important group of stakeholders
which are providers of vital services are
both private and state-owned companies.
There are specific legal acts that set out
the criteria for vital service providers, and
include, for instance, the Electricity Market
Act, the Electronic Communications Act, the
Natural Gas Act, the Public Water Supply and
Sewerage Act, etc. The number of providers
and the list of services they protect are not
made public.

Estonia




The case of Lithuania

The protection of crifical infrasfructure
in Lithuania is based on ftwo regulatory
ecosystems. The first one is founded on
the Law on the Protection of Objects of
Importance fo Natfional Security, which
establishes a defined list of enterprises,
facilities, property, and territory deemed
crucial for national security. These objects
span various sectors, including energy,
fransport, IT and communications, finance,
and military equipment. Importantly, the
low imposes obligations and restrictions
on activities, transactions, investments, and
fransfersofownershiptosafeguardLithuania’s
national security interests by mitigating any
risk factors that could potentially pose a
threat.?> The primary focus of the Law is to
regulafe business fransactions, investments,
and other commercial activities in order
to safeguard natfional security interests as
outlined in the National Security Strategy.?®
The second regulafory pillar evolved
in response fo discussions surrounding
potential  privatization agreements and
aftempts of Russian companies to gain
shares in enterprises in the strategic sectors
in Lithuania.

The Commission for coordinafion of the
profection of objects important to ensuring
national security, formed by the Government
of Lithuania, is the entity in charge of oversight
and management of this system. Specifically,
the Commission holds authority in making
crucial decisions pertaining fo investments,
share transfers, equipment acquisitions, ICT
systems, and other fransactions involving
enferprises deemed significant for national
security.?* Decisions are made on the basis of
the origin of investors, on the one hand, and
risk assessment, such as cyber risks, energy
and economic dependency, on the other.

The Vice Chancellor of the Government
is the chair of the Commission, which is
comprised by representatives from various
ministries, as well as the Bank of Lithuania,
the Prosecutor's Office, the State Security
Department, fo name a few.

The second ecosystem — that of critical
information infrastructure — was established
in 2016 and later revised in 2018, and
it specifically addresses objects vital fo
services of special importance. This system
was established through a Government
Resolution which lists 14 sectors of crifical
infrastructure. The system is based on a fop-
down approach and consists of several steps.
First, the Government of Lithuania designates
partficular services and sectors as crifical
infrastructure.  Secondly, each sectoral
ministry or other state entity responsible
for overseeing a specific sector carries out
an assessment to determine which objects
meet the criteria for inclusion in this category.
This assessment is undertaken jointly with
the operator or owner of the selected object
using a specialized questionnaire. When an
object reaches a predetermined threshold
score, it indicates that any disruption fo the
service provided by such objects would
have negative impacts and it should thus
be categorized as a critical infrastructure
object.

As part of the systemic changes made in
2018, the coordinafing role for this system
was assigned to the National Cyber
Security Center, established under the
Ministry of Defense, which, among others,
is responsible for ensuring quality control,
providing methodological guidance, and
serving as a cenfral hub for managing cyber
incidents. The Ministry of Defense also chairs
the Cyber Security Council, a platform that



The case of Lithuania

brings tfogether stakeholders from the public  discuss cyber security issues and public-
and private sector, academia, the media, private initiatives.?®
and other relevant entities, to monitor and

Lithuania



The case of Latvia

In the case of Latvia, the critical infrastructure
framework is divided into four strands: the

national critical infrastructure, European
critical infrastructure, essential services,
and critical financial services. National-

level critical infrastructure refers to objects,
systems, or their components, as well as
services within the territory of Latvia, that
are essential for the execution of important
public functions and the protection of human
health, security, economy, and social well-
being, disrupfion of which would have a
significant impact on the fulfillment of public
functions.

The European critical infrastructure consists
of objects and systems in the energy and
fransport sectors, which, if destroyed or
impeded, would have an impact on af
least two member staftes of the European
Union. Essential services are services that
are dependent on network and operation
systems across various sectors, such as
water supply, infernet, fransport, and health,
which are susceptible to cyber security
incidents. Critical financial services are the
latest addition to this list and include payment
services provided by credit institutions.?®

The foremost legal act that regulates
critical infrastructure in Latvia is the National
Security Law. This law provides the basis

for the process of identifying national
and  European  critical infrastructure,
planning and implementation processes
as well as operational continuity of critical

infrastructure.?’

When it comes to the institutional actors
involved in nafional and European-level
criticalinfrastructure, the Cabinet of Ministers,
a collective body, approves the list of critical
infrastructure, based on the proposal put
forth by the Ministry of Interior. The latfter is the
main instfitutional entity driving policy-level
debates, with the increasing involvement
of the Ministry of Defense as well. At an
operational level, state security institutions
such as the State Security Service, the
Defense Intelligence and Security Service,
and the Constitution Protection Bureau,
play a key role. These institutions are aided
by the Latvion Computer Emergency
Response Team (CERT.IV), which provides
support and assistance with regards to
information technology critical infrastructure.
CERT.l, in collaboration with the Digital
Security Supervisory Committee, oversees
the essential services in Latvia, while the
responsibility for supervising the crifical
financial services lies with the Financial and
Capital Market Commission and the Bank of
Latvia.?®

Latvia



What can Kosovo learn from the Baltic
states’ approach to critical infrastructure
protection?

Building a system for protection of critical
infrastructure is a process which requires
capacities and fime, as the case of the Baltic
states shows. These systems are a product of
continuously adapfing fo an ever-changing
internal and external threat landscape, years
of confinuous work, but most importantly, an
ongoing evaluafion process of what works
within these systems and what doesn’t.

Conftrary to the Baltic states, Kosovo is still
in the early stages of setting up its critical
infrastructure protection framework. While the
country sfill has a long way to go before the
sector is fully functional, this juncture provides
a good opportunity for the institutional
actors involved in the sector to look to other
countries and draw some valuable insights
from these countries’ experiences in building
an effective crifical infrastructure protection
system.

Arguably, one of the strongest pillars of the
critical infrastructure protfection framework
in the Baltic states is the security culture
that permeates the entire ecosystem. While
the responsibility for critical infrastructure
profection in each respective Baltic state
is shared among various stakeholders,
the advantage of the systems is that there
is a shared understanding among all the
stakeholders involved about the importance
of the sector and the need fto work together
to build resilience. In Estonia, for instance,
every Ministry and participating institution
within the system designates an individual
within their respective organization to act
as a licison in the event of an incident.
Importantly, the Baltic states place great
emphasis on insfitutional learning, which
drives the constant evolution of their critical
infrastructure protection system.

The implementation of the legislative
framework  for  critical  infrastructure
profection in Kosovo must go hand in hand
with instilling a security culture within
the institutional stakeholders involved in
the sector. As a starting point, a crucial
component of this relafes to awareness
raising about the imporfance of securing
critical infrastructures and the potential
dangers associated with not doing so. One
approach to achieving this is fo have the
MIA facilitate the participation of personnel
from the Division for Critical Infrastructure
in international trainings, workshops,
exercises, and conferences delivered by
experts in the field. In this way, they would
gain valuable insights and knowledge
about the latest frends, best practices, and
emerging challenges in critical infrastructure
protection. The Division can then leverage
the expertise gained to deliver specialized
fraining sessions for officials from the sectoral
ministries involved in critical infrasfructure
proftection. This allows for knowledge
exchange between the various public
stakeholders involved, which ulfimately
would contribute to fostering a security
culfure within these institutions.

Which institfutional  entity is  assigned
the leading role in the field of critical
infrastructure protection is an important
factor in  ensuring an effective and
coordinated protection of vitalinfrastructures.
In the case of Latvia, the responsibility for
natfional and EU-level critical infrastructure
lies with the Cabinet of Ministers. Lithuania,
on the other hand, has designated the
Government as the leading entity in
determining specific services and sectors
as critical infrastructure. The lead agency
for crisis management and confinuity




of vital services in Esfonia underwent a
change from the Ministry of Interior to the
Government Office in 2021.27 The question of
which institutional entity assumes a leading
role in a sector is closely intertwined with the
strategic culture prevailing in a country.
In Kosovo, it is the Government Office who
is the bearer of security-related nafional
strategies. Subsequently, other institutional
actors, such as ministries, often view
Government office as a central coordinating
body on security-related matters. However,
in the case of Kosovo, the leading role in the
critical infrasfructure sector was assigned
fo the MIA. Considering that the critical
infrastructure protection sector necessitates
the active involvement of various sectoral
ministries, it may lbe more productive for the
Government Office to assume the leading
role. This is because ministries are generally
more receptfive and open to receiving
guidance from the Government Office rather
than from another ministry, such as the MIA,
in this context.

One challenge present in  crifical
infrastructure systems in Latvia and Lithuania
is the complexity of the legal norms and
organizational structure within the sector.
In Latvia, the crifical infrastructure system
is governed by multiple laws, overseen by
several institutions, and operates within a
broader framework of national security. In
Lithuania, the two regulatory ecosystems for
critical infrastructure protection mentioned
above evolved separately from one another.
This poses a significant challenge for
subjects of critical infrastructure protection
in these countries, as they may be required
fo adhere fo instructions from multiple legal
acts or supervisory instfitutions addressing
essentially the same issue. Both Latvia and
Lithuania are actively striving fo streamline
their respective systems, aiming fo make
them less entangled and more cohesive.
A key takeaway point for Kosovo in this
regard is to establish a coherent and well-
designed system from the ground up,
in order fo avoid potential challenges and
complications in the future. By setting up a
clear system from scratch, Kosovo has the
advantage of starting with a clean slate and
proactively addressing emerging issues and

What can Kosovo learn from the Baltic states’ approach to critical infrastructure protection?

vulnerabilities as they arise.

The number and type of vital services
included in the legislation is an additional
important aspect of critical infrastructure
protfection. This process should be driven by
several factors, such as the geographic and
demographic characteristics of a country, its
economic and historicaldevelopment, as well
as infernal and external threat perceptions.
Importantly, there need fo be systematically
applied criteria for the inclusion of
certain objects or systems under the
category of critical infrastructure. While
the process of identifying and designafing
critical infrastructure in the country is sfill
pending, the legal framework in Kosovo
has already established a comprehensive
list of 11 critical infrastructure sectors, which
include dangerous goods, energy, financial
services, food and agriculfure, government
facilities and spaces, healthcare and public
health, information and communication
fechnology, national value, public services,
fransport, and water supply sewage. The
inclusion of ‘national value’ as one of the
critical infrasfructure sectors can be a
subject of debate and potential challenges,
most nofably in defining and prioritizing
specific assets, objects, or systems within this
sector. By expanding the scope of critical
infrastructure to include objects related
fo national values, there is a risk of dilufing
the focus on core critical infrastructures
that are essential for the functioning of
society. Additionally, there is a risk that the
concept itself may lose its significance and
effectiveness.

Another aspect that Kosovo may need
fo reconsider in ifs current framework is
placing more emphasis on the protection
of services rather than individual objects
that are of crifical infrastructure. Esfonia
provides a good example in this respect,
with its ‘continuity of vital services' concept.
This approach places a strong emphasis on
ensuring the availability of essential services
or their components as a key aspect of
critical infrastructure protection. Additionally,
it recognizes the interconnected nature
of critical infrasftructures and the need to
safeguard their uninterrupted functioning.
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Lastly, it is crucial for national authorities in
Kosovo to allocate sufficient resources to
strengthen civil preparedness. Two good
examplesinthisrespect are the ‘Be Prepared!’
application developed by the Women's
Defense League in Estonia®® and the '‘Code
of Conduct for Crisis Situations’ published
by Government Office in cooperation with
Ministry of Interior and the Rescue Board.®

Both these resources contfain valuable fips
on how to respond to different emergency
situations, such as during natural disasters,
disruption of vital services and cyber security
incidents. With minimal resources and a more
proactive approach, Kosovo authorities too
can develop similar tools and resources to
strengthen civil preparedness in case of
critical infrasfructure disrupfions.
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